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Overview
This document is written to give a guide for building campus internet access (networking) 
infrastructure that would support cloud services. It walks through various access elements you 
should consider, standards required for a functional network that can be used to access cloud 
services, and things to do when deploying the infrastructure. It points you to some solutions 
available today and partners in various regions of the world that can help deploy a robust 
network. Lastly it provides a template for developing your action plan.

Disclaimer
Google	does	not	provide	technical	support	for	configuring	third-party	products.	In	the	 
event	of	a	third-party	issue,	you	should	consult	your	network	administrator.	GOOGLE	
ACCEPTS	NO	RESPONSIBILITY	FOR	THIRD-PARTY	PRODUCTS.	You	may	also	contact	Google	
Solutions	Providers	for	consulting	services.	Links	to	third-party	Web	sites	are	provided	for	
your convenience. The links and their content may change without notice. Please consult the 
appropriate	products’	Web	sites	for	the	latest	configuration	and	support	information.

Elements of access infrastructure
Below are all the areas of an access network that contribute to a successful and robust  
campus deployment

a. Bandwidth into the campus (including redundancy)
b. Firewalls
c. WAN / inter campus links
d. LAN 

i. Routers
ii. Switches
iii. VLANS
iv. Wired ports
v. WiFi

1. AP Radio planning
2. AP Power

vi.  Access controller(s)
vii.  DHCP
viii.  DNS

e. Network Management software 
f. Monitoring software
g. Content	filtering
h. Access controls / Security

i.  SSO
ii.  RADIUS 

This document covers all the areas above in bold text. The remaining areas are covered in  
the Google document “Network best practices for large deployments”.

Google Education –  
access infrastructure guide

http://http://static.googleusercontent.com/media/www.google.com/en/us/support/enterprise/static/gapps/docs/admin/en/nftf/networking_guide/gapps_networking_guide.pdf
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Minimum standards for accessing Google cloud services
The table below lists the minimum speed you need per concurrent user for them to have a 
minimally acceptable experience. In summary 

Per concurrent user you will need between 64kbps to 1Mbps depending on what services your 
users use. Simple formula is: 

TBWx = (%C * CCUx * SBWx)1+ (%C * CCUx * SBWx)2+......+(%C * CCUx * SBWx)n

•	 TBWx	=	Total	BW	at	level	X	of	your	network
•	 CCUx	=	Number	of	concurrent	users	at	level	X	of	your	network
•	 %C	=	Percentage	of	concurrent	users	using	a	particular	service	at	level	x	of	your	network
•	 SBWx	=	Recommended	Kbps	based	on	the	service	(see	table	below)
•	 n	=	number	of	services	being	accessed	at	level	x	of	your	network

The	user	experience	will	also	be	greatly	affected	by	latency	to	Google’s	servers,

Google Apps 
Service

12Kbps connection 32Kbps connection 64Kbps connection 128Kbps + 
connection

Gmail 2 min to load  
if at all

Initial page  
8-20 seconds 
full load > 1 Min

- full load 2 - 5s Better than 64kbs

Chat in Gmail Will not load > 1 Min to load if ever Loads	in	4	-	10s Better than 64kbs

Docs / 
spreadsheet 
(Open doc)

Will not load -	Initial	page	5-20s 
-	full	load	>	1	Min	

4	-	10s Better than 64kbs

Docs / 
Spreadsheets 
(collaborative 
editing)

Will not load Noticeably slower 
for edits to show 
compared	to	64K

Changes showed 
up quick enough 
for it to simulate a 
conversation i.e real 
time

Better than 64kbs

Site editing No test No test Text page loads in 
3	-	5	secs,	Editors	
load about the same 
Image	load	of	385KB	
jpeg	file	took	~1Min

Text page loads in 
2	-	4	secs.	Editors	
load about the same 
Image	load	of	385KB	
jpeg	file	took	~25secs

Slides 4	-	10	s	Speed	is	just	
about manageable for 
editing

better than 64kbps

Hangouts N/A N/A Audio	Only	:	35kbps	
up/down

Video : starting at 
150kbps	up	/	500kbps	
down up to the ideal = 
1 Mbps up/down 
 
z

Drive 4	-	8	s	 
Speed is just about 
manageable for 
loading drive listings

better than 64kbps

Youtube 500kbps	and	above

Chromebooks 
& Tablets 

200kbps	to	512kbps	
recommended per 
concurrent user 
  
Tablets

https://support.google.com/plus/answer/2979333?hl=en
https://support.google.com/plus/answer/2979333?hl=en
https://support.google.com/plus/answer/2979333?hl=en
https://support.google.com/plus/answer/2979333?hl=en
https://support.google.com/chrome/a/answer/3339263?hl=en
https://support.google.com/chrome/a/answer/3339263?hl=en
https://support.google.com/chrome/a/answer/3339263?hl=en
https://support.google.com/chrome/a/answer/3339263?hl=en
https://support.google.com/chrome/a/answer/3339263?hl=en
https://support.google.com/android/a/answer/3396707?hl=en&ref_topic=3309021
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Deployment guide
For the Elements of the access network not covered in the Google document “network best 
practices for large deployments”, the table below walks through a deployment guide for small, 
medium and large networks.

Access area Small network  
Serving	<	500	 
concurrent users 
-	Total	users	up	to	2000	 
-	1	or	2	buildings	 
-	<	1000	sqMtrs

Medium network  
Serving	500	-	2000 
concurrent users 
-	Total	users	2K	->	10K	 
-	3	to	15	buildings	 
-	Single	campus

large network  
Serving	2000	-	5000 
concurrent users 
-	Total	users	10K	->	50K 
-	16	to	100	buildings 
-	Multiple	campuses

Bandwidth 
into the 
campus 
(excluding 
redundancy) 
64kbps, 
128kbps or 
512kbps per 
concurrent 
user 

Lowest = 32 Mbps 
Mid = 64 Mbps 
High = 256 Mbps

Lowest = 32 Mbps 
Mid = 256 Mbps 
High = 1 Gbps

Lowest = 320 Mbps 
Mid = 640 Mbps 
High =  2.5 Gbps

Firewalls If you can live without granular 
L7	firewall	controls	you	can	
use your routers ACL for 
simple allow / deny rules.  
Else	buy	a	small	sized	firewall	
sized appropriately ( see  
sizing elements on the large 
network box).

If you can live without granular 
L7	firewall	controls	you	can	
use your routers ACL for 
simple allow / deny rules,  
Else	buy	a	Mid	sized	firewall	
sized appropriately ( see  
sizing elements on the large 
network box).

Typically you will need a large 
sized	firewall,	sized	for	 
-	Network	capacity	 
-	Connections	per	second 
-	Concurrent	connections 
-	Packets	per	second 
-	VPN	throughput	(if	required) 
-	IPS	throughput	(if	required) 
-	various	other	capacity	
metrics

LAN : Routers Pick a router that has capacity 
(CPU, Memory, Backplane…) 
to:

-	route	your	link	speed	

-	Has	the	variety	of	interfaces	
you will use now and the near 
future (T3/E3, GbE Copper or 
Fiber (SFP’s)

Pick a router that has capacity 
(CPU, Memory, Backplane…) 
to:

-	route	your	link	speed	

-	Has	the	variety	of	interfaces	
you will use now and the near 
future (T3/E3, GbE Copper or 
Fiber (SFP’s)

Pick a router that has capacity 
(CPU, Memory, Backplane…) 
to:

-	route	your	link	speed	

-	Has	the	variety	of	interfaces	
you will use now and the near 
future (GbE Copper or Fiber 
(SFP’s)

LAN : 
Switches

Consider the following 
elements in this article when 
selecting your switching fabric

Consider the following 
elements in this article when 
selecting your switching fabric

Consider the following 
elements in this article when 
selecting your switching fabric

LAN : VLANS In order to reduce the size 
of your broadcast domains 
consider using VLAN (see 
article & simple tutorial)

VLAN tagging can also be 
implemented on wireless 
traffic	as	long	as	the	AP’s	and	
wireless controllers support it. 
Also it is recommend that each 
SSID has its own VLAN.

In order to reduce the size 
of your  broadcast domains 
consider using VLAN (see 
article & simple tutorial)

VLAN tagging can also be 
implemented on wireless 
traffic	as	long	as	the	AP’s	and	
wireless controllers support it. 
Also it is recommend that each 
SSID has its own VLAN.

In order to reduce the size 
of your  broadcast domains 
consider using VLAN (see 
article & simple tutorial)

VLAN tagging can also be 
implemented on wireless 
traffic	as	long	as	the	AP’s	and	
wireless controllers support it. 
Also it is recommend that each 
SSID has its own VLAN.

continued

http://static.googleusercontent.com/media/www.google.com/en/us/support/enterprise/static/gapps/docs/admin/en/nftf/networking_guide/gapps_networking_guide.pdf
http://static.googleusercontent.com/media/www.google.com/en/us/support/enterprise/static/gapps/docs/admin/en/nftf/networking_guide/gapps_networking_guide.pdf
http://www.networkcomputing.com/data-networking-management/picking-the-right-switch-a-buyers-decisi/240160235
http://www.networkcomputing.com/data-networking-management/picking-the-right-switch-a-buyers-decisi/240160235
http://www.networkcomputing.com/data-networking-management/picking-the-right-switch-a-buyers-decisi/240160235
http://en.wikipedia.org/wiki/Virtual_LAN
http://en.wikipedia.org/wiki/Virtual_LAN
http://searchnetworking.techtarget.com/Configuring-VLANs
http://en.wikipedia.org/wiki/Virtual_LAN
http://en.wikipedia.org/wiki/Virtual_LAN
http://searchnetworking.techtarget.com/Configuring-VLANs
http://en.wikipedia.org/wiki/Virtual_LAN
http://en.wikipedia.org/wiki/Virtual_LAN
http://searchnetworking.techtarget.com/Configuring-VLANs
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Access area Small network Medium network large network 

LAN : Wired 
Ports

Consider if wired network 
ports are needed and in  
which areas

How many ports per area for 
users and how many for APs 
and other devices

Cabling	-	at	least	CAT	5	 
(up to 100Mbps)

Consider if wired network 
ports are needed and in  
which areas

How many ports per area for 
users and how many for APs 
and other devices

Cabling	-	at	least	CAT	5e.	
Consider	fiber	if	distance	
between nodes > 100m  
(up to 1Gbps)

Consider if wired network 
ports are needed and in  
which areas

How many ports per area for 
users and how many for APs 
and other devices

Cabling	-	at	least	CAT	6.	Use	
fiber	to	connect	campus	 
(up to 10Gbps)

LAN : WiFi :  
AP radio 
planning

Radio planning is very 
important for a successful WiFi 
deployment. Plan on using 
multi radio 

-	2.4Ghz	(802.11	b,g,n)	 
-	5Ghz	(	802.11	a,	n	&	ac)

It	is	prefered	to	use	5Ghz	
radios the larger your 
installation gets as they have 
more channels for channel 
separation and thus can 
support more AP radios and 
thus more users

Basic planning steps are 
referenced in this article 

In all cases you should use 
a planning tool, most likely 
supplied by your equipment 
vendor

Radio planning is very 
important for a successful WiFi 
deployment. Plan on using 
multi radio 

-	2.4Ghz	(802.11	b,g,n)  
-	5Ghz	(	802.11	a,	n	&	ac)

It	is	prefered	to	use	5Ghz	
radios the larger your 
installation gets as they have 
more channels for channel 
separation and thus can 
support more AP radios and 
thus more users

Basic planning steps are 
referenced in this article 

In all cases you should use 
a planning tool, most likely 
supplied by your equipment 
vendor

Radio planning is very 
important for a successful WiFi 
deployment. Plan on using 
multi radio 

-	2.4Ghz	(802.11	b,g,n)  
-	5Ghz	(	802.11	a,	n	&	ac)

It	is	prefered	to	use	5Ghz	
radios the larger your 
installation gets as they have 
more channels for channel 
separation and thus can 
support more AP radios and 
thus more users

Basic planning steps are 
referenced in this article 

In all cases you should use 
a planning tool, most likely 
supplied by your equipment 
vendor

LAN : WiFi : 
AP power

Consider Power over Ethernet 
(PoE) to power your APs and 
other devices. This way you 
won’t need to have a separate 
power line/port for each AP, IP 
phone, camera, etc.

PoE:	15.4	W	per	port.	Fine	
to power APs. Normally not 
enough to power cameras or 
IP phones.

PoE+:	25.5	W	per	port.	 
More expensive, but can 
power phones, cameras and 
other devices.

* Note that your LAN Switches 
should support the PoE 
standard you choose. Not 
always all ports of a switch are 
PoE capable. You can combine 
switches of both standards 
feed	different	powers	to	
specific	areas.

Consider Power over Ethernet 
(PoE) to power your APs and 
other devices. This way you 
won’t need to have a separate 
power line/port for each AP, IP 
phone, camera, etc.

PoE:	15.4	W	per	port.	Fine	
to power APs. Normally not 
enough to power cameras or 
IP phones.

PoE+:	25.5	W	per	port.	 
More expensive, but can 
power phones, cameras and 
other devices.

* Note that your LAN Switches 
should support the PoE 
standard you choose. Not 
always all ports of a switch are 
PoE capable. You can combine 
switches of both standards 
feed	different	powers	to	
specific	areas.

Consider Power over Ethernet 
(PoE) to power your APs and 
other devices. This way you 
won’t need to have a separate 
power line/port for each AP, IP 
phone, camera, etc.

PoE:	15.4	W	per	port.	Fine	
to power APs. Normally not 
enough to power cameras or 
IP phones.

PoE+:	25.5	W	per	port.	 
More expensive, but can 
power phones, cameras and 
other devices.

* Note that your LAN Switches 
should support the PoE 
standard you choose. Not 
always all ports of a switch are 
PoE capable. You can combine 
switches of both standards 
feed	different	powers	to	
specific	areas.

continued

http://en.wikipedia.org/wiki/IEEE_802.11#Protocol
http://en.wikipedia.org/wiki/IEEE_802.11#Protocol
http://www.wi-fiplanet.com/tutorials/article.php/3761356
http://en.wikipedia.org/wiki/IEEE_802.11#Protocol
http://en.wikipedia.org/wiki/IEEE_802.11#Protocol
http://www.wi-fiplanet.com/tutorials/article.php/3761356
http://en.wikipedia.org/wiki/IEEE_802.11#Protocol
http://en.wikipedia.org/wiki/IEEE_802.11#Protocol
http://www.wi-fiplanet.com/tutorials/article.php/3761356
http://en.wikipedia.org/wiki/Power_over_Ethernet
http://en.wikipedia.org/wiki/Power_over_Ethernet
http://en.wikipedia.org/wiki/Power_over_Ethernet
http://en.wikipedia.org/wiki/Power_over_Ethernet
http://en.wikipedia.org/wiki/Power_over_Ethernet
http://en.wikipedia.org/wiki/Power_over_Ethernet
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Access area Small network Medium network large network 

LAN : WiFi 
Access 
Controller(s)

For very small networks < 10 
access points you may be  
able to implement without a  
access controller

If you are using an access 
controller you will have a 
choice between

-	SW	controller	you	can	install	
on a PC (e.g ubiquiti	Unifi)

-	An	appliance	(e.g.	Rukus, 
Mikrotik CCR models)

-	Cloud	controller	(e.g.	Meraki) 

In all cases only use the 
access controller made by and 
matched to you AP provider. 
Also if  you have a hybrid 
network with two or more 
different	types	of	AP’s	being	
managed by two or more  
access controllers ENSURE 
you contain 1 set of AP’s and 
associated access controller  to 
a contiguous space. DO NOT 
mix AP’s and thus controller 
functionality in the same 
physical space as this negates 
the controllers capabilities / 
effectiveness

It is likely for a network this 
size you will have over 10 AP’s 
and thus it is recommended 
you have an access controller 
that matches the brand of  
AP’s you deploy. 

You will have a choice between

-	SW	controller	you	can	install	
on a PC (e.g ubiquiti	Unifi)

-	An	appliance	(e.g.	Rukus)

-	Cloud	controller	(e.g.	Meraki) 

In all cases only use the 
access controller made by and 
matched to you AP provider. 
Also if you have a hybrid 
network with two or more 
different	types	of	AP’s	being	
managed by two or more  
access controllers ENSURE 
you contain 1 set of AP’s and 
associated access controller to 
a contiguous space. DO NOT 
mix AP’s and thus controller 
functionality in the same 
physical space as this negates 
the controllers capabilities / 
effectiveness

It is virtually a requirement 
that  you have an access 
controller that matches the 
brand of AP’s you deploy. 

You will have a choice between

-	SW	controller	you	can	install	
on a PC (e.g ubiquiti	Unifi)

-	An	appliance	(e.g.	Rukus)

-	Cloud	controller	(e.g.	Meraki) 

In all cases only use the 
access controller made by and 
matched to you AP provider. 
Also if  you have a hybrid 
network with two or more 
different	types	of	AP’s	being	
managed by two or more  
access controllers ENSURE 
you contain 1 set of AP’s and 
associated access controller  to 
a contiguous space. DO NOT 
mix AP’s and thus controller 
functionality in the same 
physical space as this negates 
the controllers capabilities / 
effectiveness

continued

http://www.ubnt.com/unifi#UnifiSoftware
http://www.ruckuswireless.com/products/controllers
http://routerboard.com/products
https://meraki.cisco.com/products/appliances/
http://www.ubnt.com/unifi#UnifiSoftware
http://www.ruckuswireless.com/products/controllers
https://meraki.cisco.com/products/appliances/
http://www.ubnt.com/unifi#UnifiSoftware
http://www.ruckuswireless.com/products/controllers
http://https://meraki.cisco.com/products/appliances/
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Access area Small network Medium network large network 

LAN DHCP Use a DHCP server in your 
network to assign dynamic IP 
addresses to each device. 

Most routers and switches 
have DHCP servers integrated. 
If yours doesn’t have, you can 
use the DHCP server in a Linux 
machine (dhcpd).

Assign dynamic IP to clients 
(desktops, laptops, mobile 
devices, etc.) but assign static 
IP addresses to servers and 
routers.	Keep	a	range	of	IP	
addresses outside of the DHCP 
range for these cases.

Configure	your	DHCP	so	the	
range of IP addresses that 
can be issued is large enough 
to support all clients in the 
current network + guests + 
future growth. 

Consider	configuring	different	
IP ranges for wired and 
wireless clients.

Use a DHCP server in your 
network to assign dynamic IP 
addresses to each device. 

Most routers and switches 
have DHCP servers integrated. 
If yours doesn’t have, you can 
use the DHCP server in a Linux 
machine (dhcpd).

Assign dynamic IP to clients 
(desktops, laptops, mobile 
devices, etc.) but assign static 
IP addresses to servers and 
routers.	Keep	a	range	of	IP	
addresses outside of the DHCP 
range for these cases.

Configure	your	DHCP	so	the	
range of IP addresses that 
can be issued is large enough 
to support all clients in the 
current network + guests + 
future growth. 

Consider	configuring	different	
IP ranges for wired and 
wireless clients. You can also 
configure	different	ranges	for	
each	sub-network.	

For medium networks you can 
have DHCP redundancy.

Use a DHCP server in your 
network to assign dynamic IP 
addresses to each device. 

Most routers and switches 
have DHCP servers integrated. 
If yours doesn’t have, you can 
use the DHCP server in a Linux 
machine (dhcpd).

Assign dynamic IP to clients 
(desktops, laptops, mobile 
devices, etc.) but assign static 
IP addresses to servers and 
routers.	Keep	a	range	of	IP	
addresses outside of the DHCP 
range for these cases.

Configure	your	DHCP	so	the	
range of IP addresses that 
can be issued is large enough 
to support all clients in the 
current network + guests + 
future growth. 

Consider	configuring	different	
IP ranges for wired and 
wireless clients. You can also 
configure	different	ranges	for	
each	sub-network.	

For large networks you should 
have DHCP redundancy. If you 
have lots of guests, you can 
decrease the lease time.

LAN : DNS Unless	you	have	<	5		devices	
(machines, Switches, routers, 
AP’s ….) on your  network, 
you will need internal DNS to 
resolve machine names. 

Most DHCP server also 
have a DNS server making 
configuration	easier	for	
resolving static and dynamic 
IP’s  on your internal network

For External name resolution 
(e.g. www.google.com) you 
should use your ISP DNS or 
Googles public DNS as per 
this doc

Where possible you should 
have multiple (redundant) 
DNS servers to prevent name 
resolution problems that can 
make it seem like your whole 
network is down to your users

You will need internal DNS to 
resolve machine names. 

Most DHCP server also 
have a DNS server making 
configuration	easier	for	
resolving static and dynamic 
IP’s  on your internal network

For External name resolution 
(e.g. www.google.com) you 
should use your ISP DNS or 
Googles public DNS as per 
this doc

Ensure you have multiple  
(redundant) DNS servers to 
prevent name resolution 
problems that can make it 
seem like your whole network 
is down to your users

You will need internal DNS to 
resolve machine names. 

Most DHCP server also 
have a DNS server making 
configuration	easier	for	
resolving static and dynamic 
IP’s on your internal network

For External name resolution 
(e.g. www.google.com) you 
should use your ISP DNS or 
Googles public DNS as per 
this doc

Ensure you have multiple  
(redundant) DNS servers to 
prevent name resolution 
problems that can make it 
seem like your whole network 
is down to your users

continued

http://en.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://www.linuxhomenetworking.com/wiki/index.php/Quick_HOWTO_:_Ch08_:_Configuring_the_DHCP_Server#.UzA7LlSx15Q
http://en.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://www.linuxhomenetworking.com/wiki/index.php/Quick_HOWTO_:_Ch08_:_Configuring_the_DHCP_Server#.UzA7LlSx15Q
http://en.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://www.linuxhomenetworking.com/wiki/index.php/Quick_HOWTO_:_Ch08_:_Configuring_the_DHCP_Server#.UzA7LlSx15Q
http://www.google.com
https://developers.google.com/speed/public-dns/docs/using
http://www.google.com
https://developers.google.com/speed/public-dns/docs/using
http://www.google.com
https://developers.google.com/speed/public-dns/docs/using
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Network 
Management 
software & 
monitoring 
SW

A management software 
will help you manage your 
network from a single point, 
many times with a GUI. 

See the network management 
tool checklist in this article 
for considerations. When 
evaluating these tools, 
consider which and how many 
devices you can manage. 

Spiceworks (free) 
OpenNMS 
Cacti 
MRTG 
GFI (free)

When choosing a network 
management software, check 
which features are available 
for free, and which are paid. 
Also check is there’s a version 
available for your platform. 

Most network management 
solutions also have monitoring 
functionalities. But you can 
also	find	standalone	network	
monitoring software only like 
Solarwinds (free trial)

For medium and large 
networks the same network 
management and monitoring 
software can be used. Note 
that the licensing model for 
some of these paid solutions 
is based in number of devices 
managed/monitored. So the 
larger the network, the more 
expensive the software license 
will be.

For medium and large 
networks the same network 
management and monitoring 
software can be used. Note 
that the licensing model for 
some of these paid solutions 
is based in number of devices 
managed/monitored. So the 
larger the network, the more 
expensive the software license 
will be.

Content 
filtering

Within an education institution 
content	filtering	is	a	must.	
To ensure you can block 
pornography, not expose your 
organization to legal action 
for copyright infringement  
because people are using 
torrents to download SW 
and movies, not to mention 
the bandwidth optimization.  
Examples of open source web 
filters	is	the	squidproxy 

If you use an open source one, 
or	a	commercial	proxy	/	filter		
consider the following:

1) Being able to use a 
transparent proxy so you 
dont have to put proxy 
configurations	on	all	 
your clients 

2) Ensure the proxy can  
cope with  all the internet 
traffic	going	through	it	you	
don’t want it to become  
a bottleneck.

3) Consider redundancy or  
machine virtualization so the 
proxy is not a single point 
of failure.

Within an education institution 
content	filtering	is	a	must.	
To ensure you can block 
pornography, not expose your 
organization to legal action 
for copyright infringement  
because people are using 
torrents to download SW 
and movies, not to mention 
the bandwidth optimization.  
Examples of open source web 
filters	is	the	squidproxy 

If you use an open source one, 
or	a	commercial	proxy	/	filter		
consider the following:

1) Being able to use a 
transparent proxy so you 
dont have to put proxy 
configurations	on	all	 
your clients 

2) Ensure the proxy can  
cope with  all the internet 
traffic	going	through	it	you	
don’t want it to become  
a bottleneck.

3) Consider redundancy or  
machine virtualization so the 
proxy is not a single point  
of failure.

Within an education institution 
content	filtering	is	a	must.	
To ensure you can block 
pornography, not expose your 
organization to legal action 
for copyright infringement  
because people are using 
torrents to download SW 
and movies, not to mention 
the bandwidth optimization.  
Examples of open source web 
filters	is	the	squidproxy 

If you use an open source one, 
or	a	commercial	proxy	/	filter		
consider the following:

1) Being able to use a 
transparent proxy so you 
dont have to put proxy 
configurations	on	all	 
your clients 

2) Ensure the proxy can  
cope with  all the internet 
traffic	going	through	it	you	
don’t want it to become  
a bottleneck.

3) Consider redundancy or  
machine virtualization so the 
proxy is not a single point  
of failure.

continued

http://searchdatacenter.techtarget.com/tip/Organizing-a-data-center-with-unified-network-management-tools
http://www.spiceworks.com/network-management/
http://opennms.org
http://www.cacti.net/
http://www.mrtg.com/
http://gficloud.com
http://solarwinds.com
http://www.squid-cache.org/
http://www.squid-cache.org/
http://www.squid-cache.org/


9

Access area Small network Medium network large network 

Access 
controls / 
Security : 
Radius / SSO

Access to your network 
especially WIFi should be 
controlled. This can  be done 
by using a radius server and 
configuring	WiFi	AP’s	to	use	
your Radius AAA infrastructure 
for authentication and 
accounting

In order to use the Google 
credentials	for	Wifi	access	
( recommended) you will 
have to redirect the WiFI 
authentication to a captive 
portal that redirects to Google 
login which supports Oauth via 
such services as Cloudessa

Access to your network 
especially WIFi should be 
controlled. This can  be done 
by using a radius server and 
configuring	WiFi	AP’s	to	use	
your Radius AAA infrastructure 
for authentication and 
accounting

In order to use the Google 
credentials	for	Wifi	access	
( recommended) you will 
have to redirect the WiFI 
authentication to a captive 
portal that redirects to Google 
login which supports Oauth via 
such services as Cloudessa

Access to your network 
especially WIFi should be 
controlled. This can  be done 
by using a radius server and 
configuring	WiFi	AP’s	to	use	
your Radius AAA infrastructure 
for authentication and 
accounting

In order to use the Google 
credentials	for	Wifi	access	
( recommended) you will 
have to redirect the WiFI 
authentication to a captive 
portal that redirects to Google 
login which supports Oauth via 
such services as Cloudessa

Very detailed radio planning doc ( This is a large document that you can use for reference topics 
as required) 

Possible solutions
The links below are provided AS IS and Google does not warrant or recommend any 3rd party 
solution over the other. The decision as to which solution best meets the institutions needs is up 
to the institution.

1. Bandwidth into the campus (including redundancy) , WAN connections and intercampus links
a. In all cases this will be provided by you local ISP / telco. 

2. Firewalls
a. Checkpoint
b. McAFee
c. Juniper
d. Cisco 
e. Barracuda
f. MicroTik
g. Fortinet	-	fortigate 

3. LAN : Routers, Switches
a. Cisco
b. Dell
c. HP
d. Juniper
e. Brocade
f. Netgear
g. Huawei
h. ZyXel
i. Frotinet
j. MicroTik (router board)
k. Dlink 
 
 
 
 
 
 
 

http://cloudessa.com/
http://cloudessa.com/
http://cloudessa.com/
http://wndw.net/pdf/wndw2-en/wndw2-ebook.pdf
http://www.checkpoint.com/products/index.html#gateways
http://www.mcafee.com/us/products/firewall-enterprise.aspx
http://www.juniper.net/us/en/products-services/security/isg-series/
http://www.cisco.com/c/en/us/products/security/firewalls/index.html
https://www.barracuda.com/products/firewall
http://wiki.mikrotik.com/wiki/Firewall
http://www.fortinet.com/solutions/firewall.html
http://www.cisco.com/c/en/us/products/switches/index.html
http://www.dell.com/us/business/p/networking-products
http://h17007.www1.hp.com/us/en/networking/products/switches/index.aspx#tab=TAB2
http://www.juniper.net/us/en/products-services/switching/
http://www.brocade.com/products/all/switches/index.page
http://www.netgear.com/business/products/switches/
http://enterprise.huawei.com/en/products/network/switch/
http://www.zyxel.com/us/en/products_services/smb-switches.shtml
http://www.fortinet.com/products/fortiswitch/data-center-switches.html
http://www.mikrotik.com/
http://www.dlink.com/us/en/business-solutions/switching
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4. LAN : WiFi ( including access controllers)
a. Cisco
b. Ubiquiti
c. Dell
d. HP
e. Juniper
f. Huawei
g. ZyXel
h. MicroTik (Routerboard)
i. DLink
j. Fortinet
k. Aruba
l. Ruckus
m. Aerohive
n. Meru
o. Xirrus (High Performance) 

5.	 DHCP & DNS
Most of the Switch products above would also have DHCP / DNS servers built in or  
standalone options. Others to consider are:

a. ISC.org
b. Solarwinds 

6. Network Management & Monitoring software
Most of the Switch products above would also have Management and monitoring software 
platforms and typically you will use the same manufacturers SW to manage their hardware, 
although there are some generic SNMP solutions

a. MRTG (SNMP monitoring) (Free)
b. Nagios ( Generic monitoring) 
c. CACTI
d. Spiceworks (free)
e. OpenNMS
f. GFI (free)
g. Brocade
h. Cisco
i. Juniper
j. HP
k. Dell
l. Huawei
m. Ubiquiti
n. Fortinet 

7. Content	filtering
a. Squid proxy (Free)
b. Cisco
c. Barracuda
d. Fortinet
e. MicroTik
f. Checkpoint
g. Mcafee 

8. Access controls / Security (SSO, RADIUS)
a. Freeradius (Free)
b. Zeroshell (Free)
c. Cloudessa ( Cloud based)
d. Clearbox
e. MIcrosoft radius server
f. Aradial

http://www.cisco.com/c/en/us/products/wireless/index.html
https://store.ubnt.com/unifi.html
http://www.dell.com/us/business/p/powerconnect-w-series
http://h17007.www1.hp.com/us/en/networking/solutions/wlan/index.aspx#tab=TAB4
http://www.juniper.net/us/en/products-services/wireless/
http://enterprise.huawei.com/en/products/network/wlan/index.htm
http://www.zyxel.com/us/en/products_services/smb-wlan_aps_and_controllers.shtml
http://routerboard.com/
http://www.dlink.com/us/en/business-solutions/wireless
http://www.fortinet.com/products/fortiap/index.html
http://www.arubanetworks.com/products/#wlans
http://www.ruckuswireless.com/products
http://www.aerohive.com/products/overview.html
http://www.merunetworks.com/products/index.html
http://www.xirrus.com/
https://www.isc.org/downloads/
http://www.solarwinds.com/ip-address-manager.aspx
http://oss.oetiker.ch/mrtg/
http://www.nagios.org/
http://www.spiceworks.com/network-management/
http://opennms.org
http://gficloud.com
http://www.brocade.com/products/all/management-software/index.page
http://www.cisco.com/c/en/us/products/cloud-systems-management/product-listing.html#RoutingandSwitchingManagement
http://www.juniper.net/us/en/products-services/network-management/
http://h17007.www1.hp.com/us/en/networking/solutions/network-management/index.aspx
http://www.dell.com/us/business/p/network-management
http://enterprise.huawei.com/en/products/network-management/management-systems/index.htm
http://www.ubnt.com/unifi
http://www.fortinet.com/products/fortimanager/index.html
http://www.squid-cache.org/
http://www.cisco.com/c/en/us/support/security/scansafe-web-filtering/model.html
https://www.barracuda.com/products/webfilter
http://www.fortinet.com/solutions/web_filtering.html
http://www.mikrotik.com/pdf/what_is_routeros.pdf
http://www.checkpoint.com/products/threat-prevention-appliances/
http://www.mcafee.com/us/products/web-gateway.aspx
http://freeradius.org/
http://www.zeroshell.org/
http://cloudessa.com/products/cloudessa-radius-service/
http://xperiencetech.com/
http://technet.microsoft.com/en-us/library/cc755248.aspx
http://www.aradial.com/
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Develop your action plan
1. Scope your network size

a. Planning	horizon	for	this	network	(	1,	2,	3,	4,	5	...10	years)
b. Total number of users and devices
c. Number of concurrent users, taking in to account light and peak usage times
d. % of wired and wireless users
e. other types of applications other than cloud based services that will be running  
 on your network
f. Discuss	and	decide	on	any	policy	issues,	content	filtering,	who	has	access	when

2. Plan network elements you will be adding / upgrading to meet scope requirements
3. Get internal buy in for scope and plans
4. Get RFP’s from vendors ( Use this process to educate yourself on the breath of  

solutions available) 
5.	 Select from Vendor RFP submissions
6. Stakeholder review of Selected solution and purchase go ahead
7. Issue purchase orders
8. Procure equipment and execute deployment (including change management if applicable)
9. Test deployment
10. Fix any issues
11. Go live


	Overview
	Disclaimer
	Elements of access infrastructure
	Minimum standards for accessing Google cloud services
	Deployment guide
	Possible solutions
	Bandwidth into the campus (including redundancy) , WAN connections and intercampus links
	Firewalls
	LAN : Routers, Switches
	LAN : WiFi ( including access controllers)
	DHCP & DNS
	Network Management & Monitoring software
	Content filtering
	Access controls / Security (SSO, RADIUS)
	Develop your action plan



